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1 Introduction

There has never been a time in history when the world has been more
connected. It is a condition that is going to increase. From the light speeds
of the internet and television communication, passing content and material
between countries that are increasingly tightly coupled; to the growth of
emails, and citizen journalism, exploiting video phones and Twitter; to the
empowerment of individuals through blogs and social media. Events in one
location can have a major impact on the audiences in other parts of the
world; hardening attitudes and creating polarised reactions. Now we have a
“Digital Society” [1] within which everybody is both close up to and far away
from everybody else. Opinions, beliefs and attitudes around the world are
being modulated by the images conveyed by the media and by individuals.
It is in an emotional environment (such as where the scenes transmitted
around the world in, say, the direct aftermath of a drone attack that has
killed apparently innocent civilians,) that radicalisation can occur. People,
around the world, can suddenly feel it is their time to act and move beyond
the passive to the active.

Technology has provided a wide range of ways in which people can be-
come involved in social movements. The mobilisation structures of chat
rooms, email, and the plethora of social networking sites available today play
a hugely important part in creating the conditions for people to become in-
volved in some form of political violence. The media can be instrumental in
facilitating the mobilisation structures. These structures, or channels, pro-
vide the means by which people can have their attitudes and beliefs shaped;
seeing events through the magnifying glass of immediate perception.

In recent times the decision taken by the UK Government to go to war in
Iraq was a catalyst for many vulnerable Muslims to act, who felt compelled
to become involved either directly or indirectly in challenging that decision.
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The central message of Al Qaeda, that the west was seeking to destroy Islam,
chimed with many in the United Kingdom who saw the daily carnage served
up from the streets of Iraq. The attacks on the London Underground on
the Tth of July 2005 provided a vivid reminder of the first and most violent
form of political violence in reaction to the mobilising effect of the media.

It is against this complex backdrop that law enforcement and security
authorities in the west must operate. Many of the issues discussed above
fuel sentiment in western societies that are becoming increasingly multi-
cultural. There is however an asymmetry at the heart of development of
these new societies where the benefits of being a member of the community
do not appear to be fairly distributed. For many, democracy is not a shining
example of how to live their lives; the benefits accrued by others do not seem
to flow fairly and racism remains an enduring problem.

There is an increasing literature documenting this field. For new entrants
(especially from the sciences), the following sources may provide helpful
background [2, 3, 4, 5, 6, 7, 8, 9].

It is axiomatic that when trying to deal with complex situations that
simple models facilitate understanding; abstraction helps. One way of look-
ing at the problem of radicalisation is to represent the psychological and
sociological factors at work in the form of the well known game of snakes
and ladders.

The aim of the terrorist movements is to create the conditions where
people, who feel marginalised and on the periphery of society, who are unsure
of their social identity, decide to look deeper into their heritage. They are
looking for meaning and seek solace in their religion. In our representation
of radicalisation they chose to pick up the dice and play the game of snakes
and ladders. Ignoring the rule that you have to throw a six to start the
game they move along the board, taking steps that are determined by the
results of each throw of the dice. Occasionally they will land on a ladder.
This rapidly advances their position on the board, a distinct step has been
taken along the trajectory of being radicalised - narrowing their world view
and hardening their attitudes.

Some may find it important to pause on the journey; seeking to reconcile
dissonant feelings that may surround them on a daily basis as they try
to rationalise the potentially violent end in which the journey may end.
External events can have a dramatic effect upon these individuals. Things
they witness through the media or the Internet can suddenly create tipping
points; in effect creating unexpected ladders. Attitudes and beliefs become
further narrowed and fervour for action is enhanced. At this point the
potential for intervention to help the candidate leave the journey becomes
increasingly difficult; especially if they are part of a small group or cell
whose social identity is gradually forming into a group identity with all of
its associated implications.

The further the candidate moves along the journey the narrower their

Mathematics in Defence 2011



From Grievance to Martyrdom Grindrod and Sloggett

views on the world become; groups follow a similar pathway sometimes led
by a single articulate leader who through their personality takes the members
on the journey with them. This narrowing of their lens on the world, in
part, helps them address dissonant feelings as they learn to self-justify their
actions enabling them to continue the journey. Ladders can not only arise
in unexpected places but also vary in height. They are not all necessarily
large ladders. Sometimes events can have less impact as the media quickly
moves onto another subject. The media is notoriously fickle and its coverage
can move on, but the fires its coverage has created burn brightly in the chat
rooms and for those on the journey keep the candle alight for those reported
to have been affected in the original media coverage.

While it is relatively easy to appreciate the impact of ladders providing
a stimulus for sudden surges in emotions and feelings along the journey, the
creation of ways out of this trajectory to violence are less straightforward
to define. In our representation it is the snakes that provide the exit routes
from the journey to violence. The task for the community at large, and its
political leaders and local representatives, is to avoid creating ladders whilst
at the same time helping create the conditions where snakes can be formed
to take people off the board. Ideally we need the individuals not just to slip
down the snake to resume the game, but to stop playing altogether.

Approaches to the task of creating snakes vary. In several countries in the
Middle East, such as Saudi Arabia, there are rehabilitation programs that
are provided by the government to help people turn away from terrorism.
Recent evidence has shown that these programs are having a mixed effect,
with some people appearing to benefit and others using it as a means to
gain financing for terrorist groups; taking the monetary rewards for having
attended and them leaving to travel to the Yemen.

Despite the mixed messages emerging for these attempts to, in our lan-
guage, create snakes it is clear that a systematic effort needs to be made to
more effectively communicate the views of those that are prepared to stand
up to the extremists. It is possible to think of these measures as being taken
at a strategic and operational level, alongside the attempts by President
Obama to adopt a more conciliatory rhetoric removing the language of the
war on terror with all its ability to be manipulated by terrorist movements
such as Al Qaeda. Other measures need to be developed and implemented
at the operational [within state] and at the local level [within communities]
that can help ensure that those vulnerable to being tempted into terrorism
do not embark upon the journey or choose to leave it before they reach 100.

Our interests reflect some recent similar thinking by other authors, in-
cluding those contributing to [11, 12], where there is interest in some alter-
native approaches within the mathematical modelling of distinct aspects of
terrorism and counter terrorism.

In this paper we are suggesting that the value of the snakes and ladders
concept it threefold.
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Firstly it is a very useful framework to communicate the simple pro-
gression of individuals’ journeys against complex and multifaceted issues
or geography, society, race, culture, religion, ideology, communication and
events. It is the progression and radicalisation of individuals that results in
the threat from the most active and radical. Any snap shot shows a pop-
ulation distribution of individuals over the whole board, that may be slow
to change: but it the the Lagrangian experience of the individuals mov-
ing through the population that is important.For individuals who stay the
course the time taken to become radicalized and active may be as little as
six weeks, for others it may take a median of nine to fifteen months.

Secondly the concept suggests a number of approaches that might help
deal with the whole process. And mathematics may have something to say
about these. For example monitoring and managing individuals known to
have reached high squares is extremely expensive: so what effort should
be expended lower down the board to reduce this population (how should
snakes be located at what costs?); and what is the return on investment of
such activity? Or what is the effect of internationalisation? Having parallel
but coupled boards each representing populations in different countries, we
may see some dynamic effects such as destabilizing and otherwise set of
isolated systems. We will discuss such example phenomena later. The point
is that the framework allows us to pose questions and make use of methods
and models developed for other applications of similar dynamical systems.

Thirdly it is possible that the concept itself could drive future data col-
lection. While beyond the scope of the current paper, this exploitation is in
our minds. If new (news) events (initially) radicalize a large population to
join the board; how will we detect and monitor this? And how do we expect
any possible interventions to prevent such a population bulge surviving up
to the highest squares, and how soon should any interventions be timed?
The dynamics of the transitions need to inform the dynamics (timing and
duration) of the response. Moreover perhaps we could infer the existence of
ladders from aberrant journeys (narratives)?

Making the snakes and ladders concept become a quantitive tool is cer-
tainly a possibility - but here we focus on the conceptual and immediate
learning benefits by taking a mathematical perspective on the various jour-
neys to radicalisation.

2 Modelling journeys through behavioural states

Consider a number of behavioral states through which people may transit
on their individual journeys. Though the states are common, just like the
squares on the snakes and ladders board, each individual’s journey may be
quite different. Not everybody moves through each state and the residence
time within state may be highly individual . The states themselves should
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be defined as a partition of some multidimensional feature space. That
space certainly contains dimensions such as levels of identification with the
“cause”, level of passive support, preparedness to act and plan. These might
be observable in terms of the individuals’ use of language and their adoption
of the group identity, or their compliance, or gift of passive help or financial
support to the cause; or their (actual or inferred) active involvement and
their interactions with other known activists.

In reality individuals move through the states in a stochastic way, but by
assuming large and well mixed populations in each state we may represent
these transitions as bulk population dependent fluxes (at some macroscopic
level) rather than tracking each individual’s biased random walk (Levy flight
or other stochastic process).

Let us begin with such a very simple macroscopic method that analyses
populations within a small sequence of states, relying on bulk transition
rates, resulting in ordinary differential equations.

2.1 A population based approach

Suppose the general population is stratified into just four groups; one totally
inactive “reservoir”, and three identifiable groups, representing “aware”, states.
This model is thus a simple three state system (a three square snakes and
ladders board).

We have an external population, who are inactive as far as the whole
idealogy or terrorist activity is concerned. Such individuals are effectively
unreachable, uninterested or disabled (even in prison for example) members
of the general population. They represent the vast majority of the public.

Then there is a group, G, who might become radicalised or interested,
but who are currently uninvolved: they are future “possibles”. We denote
this time dependent population density by z((t) (in some suitable units;
number of people per km? for example). Gy might constitute a cultural or
ethnic subgroup of the general population who are aware and sensitive to
the relevant issues and themes. Next there is a group, G, of radicalised
individuals: those who are committed to the ideology and to the identity or
the cause, who might offer passive support or succour, but who are not active
as terrorists (in operations or conspiracies). We denote their population
density by x1(t) (in the same units as before). Finally there is a group,
(9, of radicalised and active individuals who are actively plotting attacks
on suitable targets. We denote their population density by x2(t) (again in
same units as before).

In this simple model, we shall assume that new individuals are supplied
into Gg at a rate b, say, from the external population. This may be due to
either background information arousing their interest, or by children coming
of age (or equivalent). For the moment we shall assume that b is a constant
(though it may well be dependent upon any news avalanches following the
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current activities or arrests of individuals within Ga, say).

We will assume that interactions between individuals from Gy and Gy
cause those from Gy to be converted, and drawn into G1. Similarly we will
assume that interactions between individuals of G1 and G5 cause those from
(1 to be converted, and drawn into Go.

Finally we will assume that the security services are putting in effort to
identify individuals of all three groups and by capture, education, or what-
ever means will remove them (and return them to the external population:
“game over!”). This “identify and remove” process for Gis and Gas will be
assumed to happen at a rate of a; and ag per individual.

Note that achieving these removal rates may incur defferent costs. So
we write the the sum cost of the security effort in the form

C = m1a1 + Toag,

where the 7’s are given positive constants. Clearly it is reasonable to assume
that m >> m > 0.

Hence if it were affordable we might tolerate G1s and put enough effort
into the removal of Gs so that the net threat is tolerable (x9 << tolerance).
On the other hand if as is expensive - tracking lots of possibles and with
expensive interventions - perhaps one could invest heavily into making a;
large, and depressing x1, so that Gas never appear. We will think of the
current threat as proportional to xs(t), the density of actively terrorists.

We have the equations and analysis given in Appendix 1. There are two
possible rest-points : a “no-threat” equilibrium (where 2o = 0) and and an
“active threat” equilibrium (where x9 > 0). The second exists if and only if
by > ajay (see Appendix 1).

Figure 1. Orbits spiral in to the stable active threat rest point: here
(b7 71,72, a1, a?): (17 1/107 1/207 1/57 1/5) and (3787 $T, IL’;):(5/2, 4/1)

In figure 1. we show some orbits approaching the stable “active threat”
equilibrium. Notice how these orbits spiral around as the population per-
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turbations (in the lower states) work their way up through the system. Of
course a larger model with many more states (more squares on the S&L
board) would behave similarly: but we could not visualize it.

Now consider the ability to set or control the capture rates. In the (a1, as)
plane the contours of the active , radicaliased population level, x%(a1,a2),
are the iso-threat contours. Thus one should deploy resources so as to min-
imise this function under the constraint where C is given. This constrained
optimisation problem has an exact solution. The situation is depicted in
Figure 2.
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Figure 2. Iso-threat contours for x3(a,as) (=0,1,2,4,8),
the linear constraint and the point of optimal effort.

The central point is that if we settle on the nature of the “snakes and
ladders” board, at a macros scale we will obtain a multi state population
model, with risk represented by the top, or the top few, populations. Indi-
viduals migrate within the whole population in a wide variety of ways. A
few of the model rate terms will represent security actions (the snakes rather
than ladders), trading individuals downwards, and we should be aware that
the distribution of such effort can be optimized. Objects of central concern
are the distribution of transit times (from square one to square one hundred)
and how these are affected by imposed security controls; and hence how a
population bulge entering the board (radicalized by some external or local
catalysts) will propagate.

2.2 Coupling-driven instabilities

What happens when there are multiple S&L boards, perhaps represent-
ing the state populations within different countries or geographical regions?
There may be interactions taking place across these, as individuals commu-
nicate, or visit, with their counterparts. In effect this introduces stratified
coupling between systems at some of the (higher, more active) state levels.
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Even when the individual systems are identical and possess very stable equi-
libria (when considered in insolation), it is not a given that the coupling will
merely retain such a global stable uniform equilibrium. Instead the emer-
gence of coupling-driven instability (Turing instability) may mean that the
very effects of coupling may be destablelising for otherwise stable situations
(especially when this occurs through the higher states).

For example, at its simplest we might consider a 2-group situation of
radical activists and foot-soldiers (as in [10]) (denoted by z1(t) and z2(t)).
Suppose that we impose some simple dynamics, for example the Gierer-
Meinhart model [13] given in Appendix 2, which would be very appropriate.
Further suppose we have a number of parallel similar systems, representing
populations within different states/regions, indexed by i,= 1,2, ..., M.

In general we will let z; = (1, 22, ...)" be the state population vector for
the ith (region based) system. Then we have

Zi = F(z).

Let z* denote the single system equilibrium, where F'(z*) = 0. We shall
assume this is stable as a solution of this (uncoupled) system. This is true
for the above two state Gierer-Meinhart example.

Next we introduce some stratified coupling across the systems: so that

Z; = F(ZZ) + Dij(Zj — Zz)

Here each D;; is a diagnonal matrix and controls horizontal exchanges/flows
between the separate ith and jth regional systems (continuity of population
mass demands D;; = Dji). It is clear that there is still an equilibrium where
21,29, .2 = 2F

Now for some activator-inhibitor systems, such as the two state Gierer-
Meinhart example in Appendix 2, if there is commonly stronger coupling at
the active level (z2, above) than the more passive level (z1, above), then
a Turing Instability [14] can occur, and the uniform equilibrium (where
21,22, ... = 2z*) becomes unstable. Hence the system within each region
will evolve quite differently, despite (and indeed because of) the coupling.
Moreover the security services within each region are thus managing an
unstable situation.

So it is important to state clearly that such global destabilization of oth-
erwise stable local situations (through direct coupling interactions at certain
behavioral state levels of radicalisation) is an inevitable mathematical con-
sequence for some systems: it is not a additional hypothesis.

2.3 A simulation, individual (agent) based, approach

It may be much more productive to simulate a group of individuals’ transi-
tions. Such a model would give information about the distribution of transit
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times to move across the whole set of states; the highest or final state being
one containing individuals actively planning and carrying out attacks. This
approach should involve an agent based model (ABM), where agents repre-
sent individual activists. It is an individual tracking simulation, where at
each moment all individuals may or may transit from state to state. Such
models can include memory based effects (long term) and also include the
selective action of ladders (available to some and not others) and/or capac-
ity constraints. An ABM approach also allows for the agents to influence
each other.

Mathematically, we have a set of M individuals, denoted Y;(t) for i =
1,..., M, where each variable Y; maps the ith individual at time ¢ onto one
of the set of states. This Y; takes one of a discrete set of state values.
Transitions take place as a result of an individual current state and possibly
its history as well as the current external activity and even the influence
(and state location) of certain other agents in play. This is a classical com-
plex system, with each individuals own (isolated dynamics) coupled through
transient or persistent network effects, and open to external forcing. So we
can also allow for one off or occasional (pulsed) activities from the security
services.

A simple model could be in discrete time: let Y;;, = Y;(t;) denote the
state of the ith individual at the &k time period (day, week, month,..), corre-
sponding to time t.

Let Yi = (Y14, Y1k, oo, Yl’k)T denote the states of the entire population
(perhaps with state zero represented not yet interested or active - yet to get
on the S&L board). Then the evolution of the ith individual will depend
on his or her own history; the current state-locations of others; current and
recent external events (at home or abroad or in theaters relevant) denoted
er in the kth time step; and the current and recent actions of the security
services, denoted si in the kth time step. We have some stochastic evolution
rule of the form

Yikt1 = FYik, Yik—1,-3 Yk €ky€ht1,y.ii SkySk—1,-- | Ai).

For example, given all of the arguments (and history) such information may
fix the probability that the individual makes the transition from its current
state (Y) to any future state. And thus, biased though these possible tran-
sitions may be, the individual makes a stochastic state to state transition.
Since memory effects are allowed here this is not a simple Markov chain; and
we also allow for coupling between individuals, and well as different forms
of extrenailties. Here \; denotes some fixed parameters employed within the
definition of F that makes individuals distinctive.

Such a model would be amenable to a simulation approach if required.
We foresee this as being especially useful where there are strong networking
effects. In the population group model, each group is a well mixed sub
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popluation and groups impact on each other in a uniform (democratically)
smoothed manner. But in practice networking and influencing may be highly
individual. Hence some individuals will naturally be more isolated while
others more influenced. Such a model might be useful in demonstrating
what kind of individuals are most likely to propagate through a given state
to state model in the fastest time, or with the least chance of churning. Is
networking a facilitator or handicap in the individual’s personal journey?
The evidence from cases such as Nicky Reilly’s (the Exeter bomber who
grew up with Asperger’s Syndrome, which his mother says left him with a
mental age of ten and a tendency to develop passing obsessions), indicate
that those who are of low self esteem, and are isolated with few or no friends
or community relationships, can be identified, fast-tracked and groomed in
a matter of weeks.

3 Observable communications

The digital society within cyber space is boundary-less and is enabled by
email, messaging, telephony, online broadcasts (media centers etc), blogs, so-
cial media (Facebook, Myspace, Bebo, Twitter) and file sharing (Youtube).
It has given rise to 24/7 subjective news and comment, citizen journalism
and public scrutiny. Any activity almost anywhere is available for almost
anybody: and the rise of the single issue protest or grouping is supported
by an empowered and assertive online vox pop.The result is that commu-
nication data of very many types is vast and available. There is a growing
interest in analyzing this data resource. This data should be used to both
inform and calibrate or think about the framework of radicalisation.

For example the time constants involved within a communication system
where catalytic events may take place (such as civilian causalities or deaths
in a operational theatre) that trigger reaction elsewhere (individuals taking
steps to become more involved, or more politicized at least). The alterna-
tive also occurs: the home populations’ opinions may become hardened by
mounting exposure to military causalities over the long term.

3.1 Online activity

It is possible to see which themes and topics people within the UK are
searching on Google, or blogging or tweeting about, over time. This can be
juxtaposed with government statistical series on catalytic events. In Figure
3. we show some such histories. For the time series shown “p” denotes UK
public activity on the internet, while “s” denotes sources statistics (hard
data).

The Afghan graphs within these profiles are revealing. There appears to
be relatively little public interest in the Afghan War until the latter part of
2009. There may well be some small correlation with UK Forces casualties,
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linked to specific events: the December peak is probably linked to the crash
of the Nimrod where all the crew died, which is still the largest single loss of
life in the campaign. It is as if the media impact of the war suddenly gained
traction.

The Iraq graphs are also interesting as it appears the public interest
in the subject simply waned after 2003. There is the odd correlation with
some major bits of news on casualties, but the overall trend on searching is
steadily downwards, as if people realised there was little that could be done,
so shut it out, as a classic way of dealing with difficult situations.
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Figure 3. Time series for possible catalytic statistics (s) and UK public internet searches (p).
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3.2 Peer to peer communications

Networks for communication are of direct interest in deciding who is in-
fluencing and who is being influenced. There has been a growth of math-
ematical interest in evolving networks, considering the evolving nature of
time stamped communications. The time element introduces asymmetry
in the way that messages are propagated. A single contact/conversation
is clearly symmetric (a phone call for example), each party may brief the
other: but a time sequence of such contacts is not. So some individuals
may be powerful at getting messages passed around to others whereas other
individuals may be very efficient at hearing everything. The mathematics
involves consideration of a sequence of communication networks, and the
definition of matrix valued functionals representing the communicability
of the network; measuring the ability of any specific person to percolate
messages, fairly immediately or over time, to any other person [15, 16, 17],
and especially [18, 19].

This has opened up a number of exciting possibilities. For example if we
have a model for such a network, and we know what has happened today,
then we can extrapolate (predict) the evolving network forwards, calculate
a prediction of the communicability, and hence make interventions today
(injecting information, intervening with certain individuals, or denying con-
tacts) that are optimal.

Consider the case where we have a time stepping sequence of communi-
cation networks, labelled by k = 1,...K, , over N vertices (here the vertices
are people, and the edges represent two way communications). Each net-
work is represented by a binary symmetric adjacency matrix, Ay (the ijth
element is one if node i is in contact with node j, and is zero otherwise).
Now, suppose that we wish to quantify the propensity for node ¢ to commu-
nicate, or interact with node j, over time. A communication may take place
via third parties at different time steps. Although individual networks are
symmetric, the composite effect over the time sequence is not. Using our
matrix setting, and letting I denote the N x N identity matrix, these argu-
ments lead us to the calculations of a Communicability Matrix, denoted
by O, whose i, j element counts the discounted total number of walks of all
possible lengths connecting vertex i to vertex j over the K time steps. We
have

Q=T —-ady) . (I—ad) ™. (I—- ady) ' (I—adr)™t (1)

where the constant a, discounting longer walks, must be chosen small enough.
We can use Q as an overall summary of the ability of the network to achieve
pairwise communications over time. The ¢th row and column sums of Q mea-
sure how effective the ith node is in broadcasting messages to, or receiving
messages from all other vertices, respectively. For this reason we will refer
to the ith row sum, and the ith column sum, as the source communicability
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and the sink communicability (of the ith node) respectively.

As an example consider the Enron email data set [20] as an evolving
directed network with daily N x N adjacency matrices, { A} |, where the
number of consecutive days is K = 1138 and the number of staff is N = 151.
Day 1 is 11/5/99, Day 1138 is 21/6/02. This data was made public as
evidence of possible collusion between named individuals, and used in the
US courts. Specifically we use the data on all available emails made from
subjects to other subjects (including all multiple recipients designated by
“t0”, “cc”, and “bee” equally) to derive the daily adjacency matrices. Many
of these are empty. We depict the number of emails per day in Figure 4. It
is a very sparse sequence at both the begininng and the end.

Figure 4. Number of all emails (to all contacts) versus day in the sample.

Next in Figure 5 we show Q on a (near) log scale below.

L] Za 40 &0 &0 loa 1lza 1laa

Figure 5. Q, plotting In(1 + Q;;).

The source-communicability for each vertex is defined to be the corre-
sponding row sum of the communicabilities in Q, reflecting the ability of the
vertex to propagate messages, by all possible discounted walks, to all of the
possible recipients. The sink-communicability for each vertex is defined to
be the corresponding column sum of the communicabilities in Q, reflecting
the ability of the vertex to receive messages by all possible discounted walks,
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from all of the possible senders. This analysis clearly identifies (named) in-
dividuals who were able to influence many others and individuals who were
potentially influenced by others.

140 oy *
ol . . o‘
.
* - e *
¢, .
> -
d s . .
. . .5
. - ot
.
.
.
l"o‘
[ ‘“‘ 5
* . -~ .
. ‘ .
LI ., o
- e
.
. .
o *

Figure 6. Source-communicability (rows sums of Q) versus
sink-communicability (column sums): a = 0.2, using natural log scales.

This type of analysis would be amenable to very large networks, if nec-
essary. The linear algebra approach (resolvents for vast sparse matrices)
can be adopted using efficient numerical algorithms. Besides the email net-
works here we have applied it to mobile telephone and other types of mes-
saging data. In our most recent work we have shown how to estimate O
going forwards, conditioned by some (limited) current data, by exploiting a
conditional model for the network’s evolution. This would make real time
intervention a possibility, based on the conditional predictions of who will
be playing which type of role. This is a field that is likely to expand rapidly
in the next few years.

4 Conclusions

The problem space of radicalisation is certainly one that lends itself to math-
ematical modelling, at least of many facets, and we have shown that we can
gain some practical insights from the application of mathematics to the
problem domain. This includes population modelling for estimating levels
of activity and relationships between sub populations, radicalisation jour-
ney transit times, and the impact of security controls; and ABM simulations
for the inclusion of realistic networking and stochastic elements. We have
pointed out how parallel and coupled dynamics, representing different re-
gional communities, can and will naturally lead to destabilisation effects
within each location. We have illustrated how the availability of data from
digital fora and networks may give us insight at both the macroscopic level
(in terms of public interest) and the microscopic level (the role of individuals
within peer to peer communication networks).
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Our use of the snakes and ladders conceptual model attempts to simplify
what is in fact a very complex process based upon a range of socio-cultural
factors. Presenting such a concept to professional counter terrorism audi-
ences has resulted in a very positive response, precisely because it is focussed
on the individual’s journey of radicalisation, and integrates across any and
all of the complex and interacting enablers. In short it is accessible to all.

This encourages us to define first order effects that create ladders: this
being the most significant risk to people who have embarked upon a journey,
with the ladders accelerating them towards becoming actively involved in
either planning or conducting a terrorist event. If there were no external
or events-based ladders, some people would still make the journey though.
Perhaps within a group context (being led by a powerful leader) who creates
ladders by his arguments and use of a distorted view of religious teachings
(his interpretation of the broader ideology). So the mechanisms (and the
parameters involved) that create ladders need to be broken down a little
more to address how to make snakes. We can then decide if those parameters
are combining or fragmenting effects, and ask what drives things together
and what creates fragmentation?

Where we believe mathematical modelling may really be able to help
most is in looking at the ways that events modulate behaviour and shape
subsequent behaviour, via the creation of ladders for people on a journey
or a desire to become more actively involved in a social movement, being
prepared to sacrifice their own personal identity for a wider cause. This
gives us a wider range of parameters that either act to combine to create
longer ladders or are pressures that shorten ladders or even create snakes.

Our research here has looked at some of these “event” drivers correlating
activity on the WWW associated with specific events. This gives us an
indication that there are relationships out there in cyber space that might
form the basis of more detailed models.
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Appendix 1: A population model

Using the notation introduced within section 2.1 we have:
To = b — 71wo1,
T = NToT1 — V2T1T2 — A1T1,
Ty = Y2T1%2 — A2T2.

Here &; denotes the time derivative dx;/dt. There are two possible rest point:
a ‘“no-threat” equilibrium, (xf,z},z5) = (a1/71,b/a1,0), and an “active
threat” equilibrium, (zf,z%,23) = (by2/a2v1,a2/72, —a1/v2 + b/az). The
second exists if and only if bys > ajas. Indeed for bys < ajas the “no-threat”
equilibrium is a stable attracting rest point for the system. At bys = ajas it
suffers a loss of stability, and the “active threat” equilibrium bifurcates away,
and continues as a stable rest point, with threat x3(a1,a2) = —a1/v2+b/as,
as the product ajas increases.

Now consider the ability to set or control the capture rates. In the (a1, as)
plane the contours of the active , radicalised population level, z3(a1, a2), are
the iso-threat contours. Thus one should deploy resources so as to minimise
this function under the constraint where C' is given.

This constrained optimisation problem has an exact solution:

* C T2 T
al:;l_ Vb,)/?\/ﬂ_ila CL;: \/bny\/ﬂ_iz?

where the threat level is
b C
R Ly R
Y2 ¥ ™ 172

Appendix 2: The Gierer-Meinhart model

The Gierer-Meinhart [13]) is one for which Turing (coupling) instabilities
occur, when copies are coupled horizontally.
T =p— x1x§ —ary,

To :q—l—wlxg — x9.
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